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1 CSIS Mission

The California School Information Services (CSIS) program was initiated to facilitate the transfer of information within the California public school system between local education agencies (county offices of education and school districts) and the California Department of Education as well as to California’s postsecondary colleges and universities.  The intent is to ensure that decisions made about California public school students, schools, and programs have the benefit of timely and accurate information while assuring that privacy and confidentiality of information is not compromised.  

Section 49080 of the California Education Code states that the Legislature finds and declares that the mission of the California School Information Services (CSIS) program is to do all of the following:

· “Build the capacity of local education agencies to implement and maintain comparable, effective and efficient pupil information systems that will support their daily program needs, assist local education agencies in improving the outcomes of pupils, and promote the use of information for educational decision making by school site, district office, and county staff.”
· “Enable the accurate and timely exchange of pupil transcripts between local education agencies and to postsecondary institutions.”

· Assist local education agencies to transmit state and federal reports electronically to the State Department of Education, thereby reducing the reporting burden of local education agency staff.”

The California Legislature authorized the CSIS program in 1997 under AB 107, Chapter 282 of 1997, item 6110-101-0349.  

CSIS Electronic Transfer Model

The CSIS program is committed to assuring the privacy and confidentiality of student and staff records.  Implementing and managing comprehensive security services for the purpose of transmitting data and permitting only authorized access is a priority CSIS development activity.  Privacy is addressed at both a technical and procedural level. 

The systems and methods used to implement CSIS are subject to strict technical review to ensure that contemporary data security standards are rigorously enforced.  CSIS data is transferred through the State Reporting and Records Transfer System (SRRTS). The security design for data access through the SRRTS is based on X.509 digital certificates, a well-established Internet protocol for authenticating individual’s identities and establishing secure, encrypted sessions between client computers and web servers. Firewall technology to “seal-off” CSIS hardware and software from invalid entry has been installed along with accompanying authentication standards in order to ensure that access to CSIS data bases in the Data Repository or in the CSIS server(s) will be restricted to only authorized staff and users.  Technologies used for data protection and transmissions are regularly evaluated for efficiency, cost, and vulnerability.

From a procedural perspective, access to data gathered by the CSIS system is only provided to legally authorized entities granted through certificates.  Policies and procedures have been established in compliance with the privacy and confidentiality requirements of federal and state laws at all levels. 

In addition to these measures, CSIS follows specific guidelines in design and implementation to assure that privacy and data control are maintained.  These relate to data ownership, retention of personally identifiable information, and physical security.

1.1 Data Ownership

Local Education Agencies retain ownership of all data at their location.   Data is sent to CSIS by processes initiated by LEA personnel at the LEA.  CSIS does not have the ability or authority to retrieve data from the LEA systems.  All LEA data received by CSIS is placed in suspense until an authorized representative of the LEA certifies that the data is correct.  CSIS transmits data to CDE only after certification by the submitting LEA.

1.2 Personally Identifiable Information

State Reporting:  To assure privacy and confidentiality, no personally identifiable student information is transmitted to CSIS except as required by current law.  No personally identifiable information (student name or address) is retained in the CSIS data repository.  It is not possible to relate the statistical data retained by CSIS to an individual student or staff member without the assistance and cooperation of the LEA.

Data submitted by LEAs through the CSIS program includes all information required for CBEDS reporting.  LEAs must submit a unique district identifier for each reported staff member, and in so doing may elect to use personally identifiable information.  However, there is no requirement that the unique identifier be personally identifiable.  As an example, a simple incremented number built just for CBEDS fulfills the reporting requirement, In any case, at the time of transfer, CSIS software encrypts staff (and all other data) prior to being sent over the Internet.

Records Transfer:  It is necessary for personally identifiable information to be included in the student records that are transferred between LEAs and to postsecondary institutions.  To ensure privacy and confidentiality, those records will be encrypted prior to their release from the sending institution.   The records will either be sent directly to the LEA requesting the records where the student has enrolled, or forwarded through CSIS to the requesting LEA.  On those occasions when CSIS provides a forwarding service for the records, CSIS will not decrypt the records, and will not even have the ability to decrypt them.  The encrypted records will not be retained at CSIS, but simply forwarded on to the receiving institution.

1.3 Physical Security

The CSIS central processing computer systems will be maintained in a secured facility that is accessible only to CSIS staff.  Industry standards will be implemented to ensure proper safeguarding of the information maintained in the central repository. 

 CSIS Central Repository

1.4 Access procedure 

The CSIS program will develop a procedure involving LEA and CDE staffs to review requests for access to the data in the central repository.  Currently, only aggregate student and classified staff data is released to the California Department of Education.  Records relating to individual certificated staff are released to CDE for state reporting; however, all personally identifiable information is removed prior to final reporting.  No individual staff information is retained by CDE.

1.5 Right to Inspection

Parents (or guardians or students over eighteen years old) and staff members have the right to inspect the records in the CSIS central repository that pertain to them.  CSIS will develop procedures, in conjunction with the LEAs, for parents (or guardians or students over eighteen years old) and individual staff members to obtain a request for inspection of records.

1.6 Records retention and destruction

Records retention and destruction CSIS will develop a process for monitoring the need for ongoing retention of records in the central repository.  Records not needed for auditing or evaluation purposes will be destroyed after seven years.

LEA Procedures

1.7 Student Records Policy

All local education agencies participating in the California School Information Services project must adhere to federal and state privacy requirements, as outlined in the checklist that can be found in Appendix A and as detailed in the following documents:

· Federal Family Educational Rights and Privacy Act statute (20 U.S.C. sections 1232g and 1232h and related federal regulations);

· California Education Code related to the maintenance and transfer of student records, particularly sections 49061 – 49079, inclusive and sections 49602 and 56347;

· Title 5 of the California Code of Regulations, sections 430 – 438, inclusive;

· The Information Practices Act of 1977 (chapter 1 (commencing with Section 1978) of Title 1.8 of Part 4 of Division 3 of the Civil Code).

Districts may find the following resources helpful in developing or evaluating their student records policies and procedures:

1. Annual Notice of Rights to Parent or Guardian

Available from:

Fiscal Crisis & Management Assistance Team

Kern County Superintendent of Schools

1300 17th Street - CITY CENTRE

Bakersfield, CA 93301-4533 

(661) 636-4000

www.fcmat.org/stories/storyReader$829
2. Annual Notice to Parents
Available from:

Schools Legal Service

1300 17th Street
7th Floor
Bakersfield, CA 93301

(661) 636-4830

http://www.schoolslegalservice.org/stories/storyReader$67
3. Policy Update Service 

Available from:

The California School Boards Association 

3100 Beacon Blvd.

West Sacramento, Ca 95691

(916) 371-4691

www.csba.org


4. Pupil Records: Administrative Guidelines, 2000 Revised Edition

Published by:

The Los Angeles County Office of Education

Division of Student Support Services

Attendance and Administrative Services

9300 Imperial Highway

Downey, CA 90242-2890


(562) 922-6111

www.lacoe.edu/lacoeweb/Bulletins/20010716121530_b422.52001.pdf

1.8 Annual notification to parents concerning the release of student information

All local education agencies participating in the California School Information Services program must provide annual notification to parents of their participation in the program.  Recommended disclosure language can be found in Appendix B.

1.9 Right of inspection of local records to be released through or to CSIS 

Parent/guardian/student have the right to inspect local records that are to be released through or to CSIS.  Local Education Agencies must have procedures in place to allow for such inspection.

1.10 Release of records to postsecondaries

California education code provides for the transfer of student records between LEAs without written parent (or guardian or student over eighteen years of age) consent (Title 5 of the California Code of Regulations, section 438).  However it is necessary for a school or district to obtain parental consent before sending student records to a postsecondary institution.

1.11 Retention of records 

Local Educational Agencies are responsible for maintaining records for students according to Title 5 of the California Code of Regulations, section 432.   Participation in CSIS does not change in any way the requirement for LEAs to follow these record retention procedures.

1.12 Security of Records

It is critical that Local Education Agencies establish and maintain proper procedures to ensure the security of their local student records.  Appendix C provides information about local electronic security.

Appendices

Appendix A: Privacy Regulations Checklist

California Education Code (EC) Section (§) 48980 requires annual notification to students, parents and guardians about their rights and responsibilities.  EC (§) 49063 requires school districts to notify parents, in writing, of their rights regarding pupil records upon enrollment in the school and annually thereafter, and requires the notice to be, if practicable, in the home language of the pupil.  EC (§) 48982 requires that this notice must be signed by the parent or guardian and returned to the school.  Other sections of the Ed Code require additional parent/guardian notifications.  

The following checklist is provided to assist districts in assessing whether their documents, policies and procedures are complete and consistent with these privacy requirements.  For a comprehensive list of all annual notification requirements to parents and guardians, please refer to the Annual Notice to Parents provided by Schools Legal Services at www.schoolslegalservice.org/stories/storyReader$67

Reminder: Districts participating in the CSIS program are further required to show that they are in compliance with the required notifications by providing a sample of the notification to their consortium fiscal agent.

	Family Educational Rights and Privacy Act (FERPA)

	
	Annual Notification

	
	
	Annually notifies parents of their rights under FERPA

	
	
	· Effectively informs parents with disabilities

	
	
	· Effectively informs parents who have a primary home language other than English

	
	
	· Explains that parents may inspect and review records and, if they believe the records to be inaccurate, they may seek to amend them

	
	
	· Annually notifies parents of the types of information designated as directory information.

	
	Records Privacy Procedures

	
	
	Allow parents to consent to disclosures of personally identifiable information in the record, except under authorized circumstances.

	
	
	Provides both parents, custodial and noncustodial, with equal access to student information unless the school has evidence of a court order or state law revoking these rights.

	
	
	Provides students that are 18 or over, or who are postsecondary students, with all rights under FERPA

	
	
	Allows parents to request the removal of all or part of the information on their child that they do not wish to be available to the public without their consent.

	
	
	Allows parents to request changes or corrections to records that they find to be inaccurate or misleading

	
	
	· In annual notice of procedures for exercising rights to amend records, specifies that the request should be made in writing

	
	
	· If request is denied, offers the opportunity for a hearing

	
	
	· If the disagreement continues, allows the parent to insert an explanation of the objection in the record.

	
	
	Specifies criteria for determining school officials within an agency, including teachers, who have a legitimate interest in student education records, and may be granted access.

	
	
	Allows parents to review the education records of their children maintained by state education agencies

	California Education Code

	49061
	
	Establishes, maintains and destroys pupil records according to regulations adopted by the State Board of Education

	49063
	
	Notifies parents in writing of their rights under this chapter upon the date of the pupil's initial enrollment, and thereafter at the same time as notice is issued pursuant to section 48980. (See 49063 for list of items to include.)

	49063
	
	Notifies parents, insofar as is practicable, in the home language of the pupil.

	49064
	
	Maintains a log for each pupil's record which lists all persons, agencies, or organizations requesting or receiving information from the record and the legitimate interests therefore.

	49064
	
	Allows inspection of the log only by a parent or authorized individuals. (See 49064 for list of authorized individuals.)

	49067
	
	If the school district governing board has adopted regulations authorizing a teacher to assign a failing grade to a pupil because of excessive unexcused absences, there is a method for noting the reason for the failing grade in the pupil record.

	49068
	
	When the school district requests a transfer of a pupil's permanent record of a pupil who has transferred from another school district or from a private school, the pupil's parent is notified of his right to receive a copy of the record and a right to a hearing to challenge its contents.

	49069
	
	Has adopted procedures for the granting of requests by parents for copies of all pupil records pursuant to Sec. 49065.

	49069
	
	Procedures include the notification to the parent of the location of all official pupil records if not centrally located and the availability of qualified certificated personnel to interpret records.

	49070
	
	Follows proper procedures regarding the challenging of content of pupil records

	49070
	
	When records are challenged, district includes a parent's written statement of objections as a part of the pupil's school record.

	49072
	
	When disciplinary information is included in a pupil record, parents are allowed to include a written statement or response concerning the disciplinary action.

	49073
	
	Has adopted a policy identifying those categories of directory information that may be released, in accordance with this section.

	49073
	
	Notice is given at least on an annual basis of the categories of information that the school plans to release and of the recipients.

	49075
	
	When a person is given access to pupil records (with written consent of the parent), the recipient is notified that the information may not be transmitted to others without the written consent of the parent; the original consent notice for access to the records is kept with the permanent record.

	49076; 49076.5
	
	The district has procedures that ensure access to student records only to the individuals specified in these sections.

	49079
	
	Teachers are informed that when information is provided to them about acts a student has engaged in (or is reasonably suspected to have engaged in) as described in Section 48900, the information is to be held in confidence and shall not be further disseminated.

	California Civil Code

	1798.14
	
	Maintains only personal information which is relevant and necessary to accomplish the agency's purpose or authorized by the California Constitution or statute or mandated by the federal government.

	1798.15
	
	Collects personal information to the greatest extent practicable directly from the individual who is the subject of the information.

	1798.16
	
	When collecting personal information, maintains the sources of the information.

	1798.17
	
	On forms used to collect personal information, provides all the information listed in this section.

	1798.17
	
	Provides annual notification of this same information.

	1798.20
	
	Has established rules of conduct for persons involved in the design, development, operation, disclosure, or maintenance of records containing personal information; instructs each such person with respect to such rules, and the penalties for noncompliance.

	1798.21
	
	Has established administrative, technical, and physical safeguards to ensure compliance with this chapter, and to ensure the security and confidentiality of records.

	1798.22
	
	Has designated an employee to be responsible for ensuring that the district complies with all the provisions of this chapter.

	1798.25
	
	Keeps an accurate accounting of the date, nature, and purpose of each disclosure of a record made pursuant to parts of section 1798.24, including the name, title, and business address of the person or agency to whom the disclosure was made.

	1798.27
	
	Retains the accounting made for at least three years after the disclosure, or until the record is destroyed.

	1798.30
	
	Has adopted regulations or published guidelines specifying procedures to be followed in order fully to implement each of the rights of individuals set forth in this article.

	1798.77
	
	Have procedures to ensure that no record containing personal information shall be modified, transferred, or destroyed to avoid compliance with any of the provisions in this chapter.

	Title 5 of the California Code of Regulations

	431a
	
	Has designated a certificated employee as custodian of records, charged with district-wide responsibility for implementing board policies relating to pupil records

	431c
	
	Has established written policies and procedures for pupil records which implement Education Code Section 49060, and Title 5 regulations

	431d
	
	Has procedures that ensure that anecdotal and assessment data are dated and signed by the information source.

	431e
	
	Notifies parents annually of their rights in regard to pupil records.

	431f
	
	When parent's language is not English, provides interpretation of the record or assists in securing an interpreter.

	432b
	
	Has procedures specifying that the only records to be maintained are those specified in this section as mandatory or permitted.

	433a
	
	Have procedures for assuring that access to pupil records is limited to authorized persons.

	433b
	
	Records are maintained in a central file at the pupil's school; or a notation in the central file indicates where other records may be found.

	434
	
	Access to records is in accordance with Ed. Code Sections 49060 and 49073 through 49077.

	435b
	
	Procedures ensure that when persons who do not have assigned educational responsibility access a pupil record, an entry is made in the access log of the record of the person, reason, time, circumstances, and records inspected.

	435c
	
	Procedures ensure that prior to the disclosure of a record pursuant to a court order, a parent or adult pupil will be given three days written notice, if lawfully possible.

	436
	
	Procedures ensure that parents or adult pupils may challenge the contents of a record.

	437a
	
	Procedures ensure that no additions except routine updating will be made after graduation or departure.

	437b
	
	Procedures ensure that mandatory permanent records are preserved in perpetuity

	437c, d
	
	Procedures provide for proper maintenance and destruction of mandatory interim records and permitted records.

	438a
	
	Procedures ensure that, when a pupil transfers to another school, the record is updated before it is sent, and the pupil's Mandatory Permanent Record (or a copy) is retained permanently.

	438b
	
	Procedures ensure that, when a pupil transfers to another school, the receiving school notifies the parents of the record transfer.

	438c
	
	Procedures ensure that pupil records are not withheld from the requesting district because of charges or fees owed.


Appendix B:  Sample CSIS Participation Disclosure Language

This (district or county office of education) is participating with the California School Information Services (CSIS) Program in the electronic transfer of student data for state reporting to the California Department of Education and to districts and/or public postsecondary institutions to which the student is transferring or applying for admission.  All data maintained by the CSIS Program is in compliance with federal and state privacy and confidentiality requirements.  Student information is encoded such that no personally identifiable information is retained by CSIS. 

The benefits of participation to the student and parent are that student records can be transferred much more promptly, and that information about student assessment and academic placement will be available at the time of transfer.  Schools and districts will benefit from the streamlining and reduction of required state reporting.

Parents have the right to inspect student information maintained by the CSIS program.  Contact  (local contact name) to initiate this procedure.

Appendix C:  Sample Staff Privacy Notification for CSIS Districts

California Department of Education Educational Demographics Office provides this sample notification.  It is recommended that LEAs distribute this to certificated staff in lieu of the Privacy Notification previously printed on the front page of the Professional Assignment Information Form.  

Appendix D:  Recommendations for Electronic Student Record Security Procedures

The storage and transmittal of electronic student records poses numerous challenges for schools and school districts.  In order to protect student privacy and confidentiality, schools need to adopt uniform procedures for the handling, access and transmission of student records.  Below are some general guidelines for ensuring adequate security in student information systems (SIS).

School access to student records serves two primary functions.  First, access for the purpose of review, and second, access for the purpose of modification.  School personnel may require one or the other or both.  Determination of who has access to what, and in what capacity, is at the heart of proper safeguards for ensuring privacy and confidentiality.

Seven general types of school personnel need access to student records:

1) At the district level

2) Site administration

3) Site attendance clerks

4) Site counselors

5) Site teaching staff

6) Registrar

7) Other (e.g. nurse, information clerks, student support programs personnel, etc.)

Recommended security guidelines:

1) The district’s Custodian of Records, working with appropriate other personnel, should identify all personnel in the district that require access to the SIS.

2) The Custodian of Records, working in conjunction with site administration, should determine what personnel need access to which student records, and in what capacity (e.g. counselors need review access to all student records, but modification capabilities to visitation logs and class schedules.)

3) Workstations should be configured to meet the identified needs of individual site personnel.

4) Password protection for access to the SIS must be required.

5) Workstations should be physically arranged to prevent unauthorized individuals from viewing sensitive information, and screen savers should be configured to quickly hide information when the workstation is not being used.

6) Newly employed or substitute staff should not be given access to the system through another employee’s user ID, but should use an ID that is specifically created for their use and deleted when they leave.

7) There should be procedures which are carefully followed for the timely deletion of user IDs of staff who leave the district or are transferred to positions which no longer require the same level of access to student records.  Procedures should include the revocation of digital certificates, as applicable, for staff who are departing or transferring to other positions.

8) The SIS should include a system for maintaining an electronic log of which user IDs were used to make changes to data or access records.

9) Board adopted acceptable use policies should address the security and confidentiality of student and personnel records.

Security Guideline Resource:

A comprehensive set of guidelines for the security of electronic information, “Safeguarding Your Technology” (NCES publication 98-297), is available from the National Center for Education Statistics.  Their web site is nces.ed.gov.

Privacy Notification

The following notice is provided pursuant to the California Information Practices Act (Civil Code section 1798.17).

1. Legal Authority

California’s Education Code (Section 10600 et seq.) provides for the establishment of a basic educational data system and requires schools, school districts, and offices of county superintendents of schools to cooperate with the California Department of Education (CDE) in the establishment and operation of the system. The Legislature specifically intended that data be compiled on the teacher shortage in the state. Data about certificated staff submitted through the California School Information Services program (CSIS) as authorized in Education Code section 49080(c) will be transmitted to CDE as necessary to meet the reporting requirements of CBEDS.

2. Responsibility

The CDE’s Office of the Deputy Superintendent for Finance, Technology, and Administration is responsible for requesting and maintaining the information contained in the California Basic Educational Data System at the California Department of Education, P.O. Box 944272, Sacramento, CA 942442720. As reporting requirements change, this same office works with the CSIS program to ensure that comparable changes are made to CSIS. 

3. Collection and Use of Information

Education Code section 10608 mandates that the CDE collect data on the age of teachers in the workforce, subject matter fields, credential types, and patterns of in-service education for teachers. Data are collected by individual certificated staff member because 1) this allows the data to be aggregated in all the ways they are needed for state and federal reporting required by statute and 2) this enables the CDE to provide general use statistics for California public education. The data will be maintained for reporting or statistical research, but they will not be used by CDE to make any determination about an identifiable person. 

Governmental agencies that use the aggregated data provided by the CDE include the California Legislature, the State Department of Finance, the State Teachers Retirement System, the Commission on Teacher Credentialing, the U.S. Department of Education, and the U.S. Department of Agriculture. Aggregated data are also released to other organizations and the general public on request.

CDE may also release individual data to government agencies where that release is necessary for the transferee agency to perform its constitutional or statutory duties and the use is compatible with a purpose for which the information was collected as authorized by Civil Code section 1798.24(e); or to the University of California or to a nonprofit educational institution conducting scientific research as authorized by Civil Code section 1798.24(t).

CDE does not produce reports with individual staff member name or identification number, or with information that identifies a particular staff member. However, the data submitted to CSIS for each staff member must include a unique identification number to enable communication with the local education agency (LEA) necessary to correct any errors. Data relating to classified staff is aggregated prior to transmission to CDE.  CDE removes the identification numbers of certificated staff records from the final certified data file prior to data reporting. CDE will also exclude birth year from all individual staff data files. Some reports will use birth year data, but such data will only be aggregated to reflect the age of certificated staff in the work force.  All data is encrypted at the time of transfer and maintained in a secure facility that is accessible only to CSIS staff.

The CSIS program will develop staff records retention policies.

4. Access to Records

Individuals have the right to review their own records maintained by the CDE, but will have to obtain the district assigned unique identification number, used for reporting through CSIS, in order to review the record. Requests for access to individual records must be submitted in writing to the Administrator, Educational Demographics Unit, California Department of Education, P.O. Box 944272  Sacramento, CA 94244-2720.
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